'NATIONAL SYSTEM OF PUSLIC LANDS

GeoPlatform Account Setup: External Partner

Create a Login.gov Account

1. Go to https://secure.login.gov/sign up/enter _email.

a. Fill out the requested information & click Submit
2. You will receive an email and will need to click the Confirm email address button (check Spam)
3. Click Confirm email address.
4. Create a password for your Login.gov account and click Continue.

You will be prompted to set up an authentication method (i.e.

. . Authentication method setup
two-factor authentication). Two-factor authentication is

Add a second layer of security so only you can sign in to your

required to access GeoPlatform content when signing in with Accaunt.
the Login.gov account. (The legacy GeoPlatform sign in will @ Keep this information safe. You will be locked out and have to

create a new account if you lose your authentication method.

expire on November 1, 2021.)

Select an option to secure your account:

Login.gov currently offers 5 different authentication methods.

Security key

Choose the authentication method with the highest security Use a security key that you have. It's a physical device that
you plug in or that is built in to your computer or phone (it

that best suits your needs. Multiple authentication methods often looks like a USE flash drive). Recommended because it
is more phishing resistant

can be set up.

Government employee ID

Insert your government or military PIV or CAC card and enter

Preference of authentication methods for External Partners:

o Authentication application (e.g., Microsoft FAEN,
Authenticator)
o Phone (SMS/Voice; charges may occur) n“"‘“e““‘a‘*"“ spplication

Get codes from an app on your phone, computer, or tablet.
Recommended because it is harder to intercept than texts or

phone calls.
B B . . Phone
Authentlcatlon Appllcatlon Get security codes by text message (SMS) or phone call.
. . . Pl don b-based (VOIP) phor ices.
Instructions shown for Microsoft Authenticator, however e e |
LESS SECURE

other authentication applications should work similarly.

1. Click Authentication application. R -

We'll give you 10 codes. You can use backup codes as your

2. ClICk Continue, only authentication method, but it is the least
recommended method since notes can get lost. Keep them
3. Enter a nickname for this authentication method. in a safe place.
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4. Scanning the QR code can either be done from within the MS Authenticator app, as shown on
the directions. Or you can open the mobile device’s camera’s app and use that to scan the QR
code.

a. To scan with MS Authenticator:
i. Open MS Authenticator on your mobile device. Tap the “+” in the top right.
ii. Tap Work or school account.
iii. Tap Scan QR code and scan the code. Scanning the code will populate all of the
necessary information.
iv. Alternatively, you can enter the code shown on the website into the app. Tap
Or enter code manually, enter the code, tap Finish.
b. To scan with the device’s camera:
i. Open the camera app. Scan the on-screen QR code with your camera.
5. You should receive a push notification on your device

D LOGIN.GOV

prompting you to open the Authenticator app.

6. Enter the code in the authentication app into the website. If

the code times out and changes, simply enter the new code. ‘;‘dd a“t?‘t_th.entlcaf“‘?“ pp _
et up an authentication app to sign in using temporary security

7 C||Ck Submit codes. What is an authentication app?

o Give it a nickname

I you add more than one app, you'll know which ones which.

i S 3:29 PM |
cator

Open in Authenticator
o Open your authentication app

dpapineau@blm.gov
o Scan this QR barcode with your app

Login.gov
dpapineau@blm.gov

735510®

o Or enter this code manually into your
¥ authentication app

LPSANZQ5VT3W42LV fﬁl Copy

© Enter the temporary code from your app

Remember this browser

LO-MO VIDEO PHOTO SQUARE

Once you have at least one authentication method set up, you will be redirected to the Login.gov Your
account page. You may add additional authentication methods here at any time. Click on Your
authentication methods on the left.
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Create a GeoPlatform Account with your Login.gov Account

Now that you have a Login.gov account created with an authentication method associated with it, you
need to create a GeoPlatform Login.gov account.

1. Go to https://geoplatform.maps.arcgis.com/home/index.html
2. Click Sign In.
3. Click GeoPlatform Login.gov Account.
4. Click Agree and continue.
Home Gallery Map Scene Groups Q Sign In

ClGeori

The GeoPlatform enables you to view map layers and a whole lot more. Follow the links below to
find useful, authoritative data layers that you can use to make your own mashups, run analysis,
and view in 3D. Also, check out the ArcGIS Online blog for great ideas, tips and tricks and the
ArcGIS Online help for detailed how-tos.

Data and Privacy Policies | Creating an Account | Password Reset | About Us

A ive & Biodiversity &
Cadastre Climate & Weather
Statistical Units Ecosystems

Address

DLoGiN.Gov [ GeoPlatform.gov

Sign in to GeoPlatform ArcGIS
Online with

@esri

ArcGIS login & L. .
You are now signing in for the first

time

GeoPlatform.gov Registered Account

We'll share this information with GeoPlatform:

© Email address

GeoPlatform Login.gov Account dpapineau000@gmail.com

GeoPlatform will only use this information to connect to your
account

Privacy

Not a member of this organization?
Sign in to your account on ArcGIS Online
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5. Onthe Update Account Information window, confirm the username and email address is
correct. **Do NOT change the username.
6. Enter your first and last name and click Submit.
7. Submitting your account updates will direct you to verify your email address.
a. Leave this window open until you have received the email.

8. Return to your email and click the “Link to e-mail address verification”

i.  The email verification link may expire in 10 minutes. If this happens, request

another email in the open browser window (shown in previous step).
ii. Email will be received from servicedesk@geoplatform.gov.

Verify email inbox x

servicedesk@geoplatform.gov
tome ¥

Someone has created a Geoplatform account with this email address. If this was you, click the link below to verify your email address
Link to e-mail address verification
This link will expire within 10 minutes.

If you didn't create this account, just ignore this message.

9. After clicking the link in the email, GeoPlatform AGOL should launch in a new window, and you
should be signed in.

Note that when you sign into GeoPlatform, your username will be the first part of your email and may

have a random number appended to it if that username already exists within ArcGIS Online.

Read, Sign, and Submit: DOI Information Security Rules of Behavior for External

Partners

1. Obtain a copy of the DOI Information Security Rules of Behavior for External Partners document
from your BLM sponsor.

2. Read the document carefully.

3. Print out and sign the final page (page 3).

4. Send the signed agreement to your BLM sponsor (either a physical copy or scanned PDF copy will
do).

5. Lastly, inform your BLM sponsor what your GeoPlatform username is.

Your BLM sponsor will notify you when they have completed the remainder of the steps
to give your account the ability to edit BLM data.
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